Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER - VI» EXAMINATION - SUMMER 2016

Subject Code: 361602 Date: 11/05/2016
Subject Name: Information Security
Time: 10:30 AM to 01:00 PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q.1 (@) List and explain type of Security Attack

U1 A RsyRE As U of dlre caticll qmendl.

(b) Explain network security model
o Aead RsyREl W3c (Qoldalr duendl

Q.2 (@) Write a short note on password selection strategies

ysl. 2 A yad ude sal Hdoll ueald @Qoatdar AHeA

(b) What is firewall? Explain proxy firewall in detail

o SR Al 9 8?2 s slaR-Ald ([Qotdark AHstAl

OR
(b) List and explain type of stenography method

o Roellasl Hizell (A of dlre olotlcll Mol
Q.3 (a) Explain play fair cipher

Ysl. 3 A W@ AR UAS ([Qoldalr uHestAl

(b) Explain transposition cipher

ol 2lodl WMol ULRASR (Adoldcll? UuHesLal
OR

Q.3 (@) Explain simiplied DES method.
Ysl. 3 A RQudlstess slead. [Qotdalr aHesal

(b) Discuss strength of DES algorithm
o SLeS AU wENIlUM ofl Ao (AR uAl 53

Q.4 (@) Write a short note on random number generation
YA ¥ B WwSH alolR Aot BUR 5ol cull

(b) Explain key distribution center

ol 8l SlRgejel Ao (AA (AdtdallR AL
OR

Q4 (@) Explain Diffie-Hellman Key Exchange with example
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38l - 3Nt Sl AN&Ao UEUIUH BELSWL U AHA

What is cryptography? Write difference between symmetric and asymmetric
cryptography
slalougl Aed 9f 2 RN wal ARAAIs sllongl cRA ol

dastad

Explain RSA algorithm with example
L. AU, W, WANINUH GEleWL WA AHLAl
Explain single round of DES algorithm.

L&A, wealun

OR
Write a difference between block cipher and stream cipher

OAls URASR Aol WIAH URAS ol dslald el
What is digital signature? Explain DSS in detail

Slyedt RoAuR 9f & 7 Sl AU A AUS (Aotdalr A
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