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Subject Code: 3350704 Date: 19/05/2016
Subject Name: COMPUTER AND NETWORK SECURITY
Time:02:30 PM TO 05:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Each question carry equal marks (14 marks)

Q1 Answer any seven out of ten. €Ml SlEURL Ulcdotl walled AW, 14
Define: Intruders, Bio metric

clu=Al AW ; Intruders, Bio metric

List out password selection strategies.

Password selection strategies o{l 2AU(2 clottcll.

Write a simple example for conversation of plaintext into cipher text using
Caesar cipher.

Caesar cipher oll GU09L 5314\ plaintext &\ cipher text Hi ¥2clclle] GELERNL

w oD 2E

w

AL,

Define: Logic bomb, Trojan Horse

ciluUl AU : Logic bomb, Trojan Horse

Differentiate between internet and intranet.

Internet A Intranet LAl dglclcd UL

Define: Ciphertext and Encryption.

ci(ull AU : Cipher text and Encryption.

Define Cryptanalysis. List out various cryptanalysis attacks.

Cryptanalysis ofl cautvaul . %EL — YEL cryptanalysis attacks ol a2

olatlcll,

Define intrusion detection system.

Intrusion detection system o{l cilvdl AU
Define: Internet, Intranet

c(u=Al AL Internet, Intranet

10.  Give the full form of:

C Nw o £ o s

© &

&

| 1. DoS | 2. DMZ | 3. PKI | 4. KDC |
0. Yol ol AWl :
| 1. DoS | 2. DMZ | 3. PKI | 4. KDC |
Q.2 (@) Define active attacks. Explain any one in brief, 03
YR () Active attacks ofl cautvl AUl 518 As active attack $sHL UL 03
OR
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Define passive attacks. Explain any one in brief.

Passive attacks ol caltuaul Ul 518 A passive attack $sHL UL
Explain DoS in detail.

DoS (ArclRyds uMesAl,

OR
Write a short note on network intrusion detection system.

&salltl Aul: network intrusion detection system
Write a short note on SQL injection.
&solltl Aul: SQL injection

OR
Write a short note on IP Sec.

2sallel AWl IP Sec
Define virus. Explain various categories of viruses.
Virus ol caiual 1YL Aol WAIN-AHEAHI USIR UHxLAlL

OR
Explain IP Security architecture.

IP Security architecture AHostcll.

Define symmetric and asymmetric encryption with neat figure.

Symmetric and asymmetric encryption o{l 25 AR cavaul Wl
OR

Explain SSL in brief.

SSL gsHl uHasal

Solve using Playfair cipher: Key: “PRIMROSE”, plaintext is: “hike the
foothills™.

Playfair cipher oll GUallol 531 Alcel 52 Key: “PRIMROSE”, plaintext is:

“hike the foothills”.
OR
Write a short note on bridge trust model.

&sotltt AWl: bridge trust model.
Explain SHA-1 algorithm in short with block diagram.

SHA-1 algorithm 2us@ AR SsHL AHsLA.
OR
Write a short note on conventional encryption model.

&salltt AWl conventional encryption model.
Write a short note on steganography.
&solltl Aul: steganography.

OR
Write a short note on PKI.
2sallel Aul: PKI.
Write a short note on OTP.
esollel Aull: OTP.
OR

Write a short note on phishing.
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Q.5
A U
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2sollel Aull: phishing.
Write a short note on Kerberos authentication.
2solltl AWl Kerberos authentication.

OR
Write a short note on DMZ.

esollul cAull: DMZ.

Define poly alphabetic ciphers. List out its different methods.
Find the ciphertext for the following using Hill cipher.

For given plaintext is: ATT and Key is:

2 45

9 2 1

3 17 7

Poly alphabetic ciphers o{l caituvall Ul Aofl oL Mol Aus ol atel

olotlcll. Hill cipher oll GUloL 531 o{lAstl HI2 ciphertext 2.

plaintext is: ATT and Keyis: 2 4 5
9 2 1
3 17 7

Explain Security services of X.800 architecture.

X.800 architecture o{l Security services UH1<ll.

Explain components of a good password.

ARL password oll components AHstcll.

Define firewall. List out types of firewall. Write its merits and de-merits.
glARAA ofl caltvaul WU Aeotl Uslx Arll. detl SIAEL Wal ARSLAEL

AWl
Write a short note on VLAN.
2solltl Avll: VLAN.
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