Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER - VI+ EXAMINATION - SUMMER 2016

Subject Code: 3361601 Date: 11/05/2016
Subject Name: Web and Network Security
Time: 10:30 AM to 01:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of programmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.
6. English version is authentic.
Q1 Answer any seven out of ten. €Ml SlEURL Ulcdotl wallet AW, 14
1.  What is Asymmetric encryption?
1. Asymmetric encryption 9| 8?
2.  Define: SSL
2. SSL ofl catvaul W
3. List out Application of Hash function
3. Hash function o{l (A3t AVl
4.  Define: Hashing
¥. Hashing calvail 3UW
5.  Define :MAC
4. MAC clluil Wl
6.  List out PGP services
s. PGP services ofl A€l cdl
7. Define: Digital Signature
9.  Digital Signature ofl cailvail AW
8.  List out steps of MD-5 hashing
¢.  MD-5 hashing il WL AWl
9.  Define : MIME
¢.  MIME ofl catvaul 3l
10.  What is IPSec?
0. IPSec 9 8?
Q.2 (@) Explain Rabin Scheme. 03
Usl.? () Rabin Scheme AH1ll 03
OR
(@) Explain IPSec Services. 03
(A)  IPSec Services AH1cl 03
(b)  What are the advantages of asymmetric cryptography? 03
(W)  asymmetric cryptography oll $l2AEl Ul KU O A AWl 03
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OR
Explain SSL protocol stack?

SSL protocol stack AHestcll.
Describe SHA in detail.
SHA adlet 531 ynestal.

OR
Explain any two operational description of PGP .

PGP oll $1&5 uQl & operational description AH2scll.
Explain in detail SET works.

SET 3l dla st 53 & A aneaA

OR
Explain timing attack in brief.
Timing attack AHstcll.
Explain MAC in detail.
MAC Hxtcll
OR

Explain S/IMIME functionality in brief.
S/MIME functionality AHestcll

What is Message authentication? Explain its requirements.
Message authentication 9 87 ol Asll %332l cwl.

OR
Explain Web Traffic Security approaches.

Web Traffic Security approaches AHas1cll
Explain Digital Signature Standard (DSS).

Digital Signature Standard (DSS) A+t
OR
Explain benefits of IP Sec.

IP Sec ol GLEL sRUCl.

Explain application of Digital Signature .
Digital Signature o{l ALA¥alet UM

OR

Explain Message components and Signature components of PGP
PGP il Message components ¥l Signature components AHastcll

Describe applications of IPSec.
IPSec oll ARAZ2AA AU

OR
Explain Davies-Meyer Scheme.

Davies-Meyer Scheme 4Hostcll
Describe Security of RSA.
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http://www.shabdkosh.com/gu/translate/%E0%AA%95%E0%AA%BE%E0%AA%B0%E0%AB%8D%E0%AA%AF/%E0%AA%95%E0%AA%BE%E0%AA%B0%E0%AB%8D%E0%AA%AF-meaning-in-Gujarati-English
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RSA ofl syl of alet s .

OR
Explain in brief Intrusion and Classification of Intruders.

Intruders oll Intrusion and Classification 1H%1cll
Explain RSA algorithm with an example.
RSA WU UH ELHAL UL AHAA

What is firewall? Explain the need of firewall in detail.
Firewall 9 8? ua Aol 3312l AHAA

Write differentiate between Conventional encryption and Public-key
encryption

Conventional encryption el Public-key encryption <l oll dglclcdl AWl
Explain Malicious Software.

Malicious Software (H2scll.

Describe Virus.

Virus of celet 3.
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