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Subject Code: 3351602 Date: 19/12/2015
Subject Name: Essentials of Network Security
Time: 10:30 AM TO 1:00 PM Total Marks: 70
Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of programmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.
6. English version is authentic.
Q.1 Answer any seven out of ten. €20l SlEUBRL Ulctotl scllol U, 14
1.  Describe Security Mechanism.
Lo AsYILE Aol Axesal
2.  Define Information Security.
2. 8oslalel Asy3El oll cautvaul L,
3. What is Cryptography? Briefly Explain.
3.  Cryptography 9 8?2 2sHl A1l
4. What are the two General Approaches to Attacking a Cipher? Briefly Explain.
¥, Rg2 U w25 $cl HIZ oll A AelE AW sl B? 25HL AHHA.
5 Define Groups and Rings.
U.  Groups Wa Rings ofl caltuaul Q.
6.  Describe Limitation of Symmetric Key Encryption.
S.  Symmetric Key Encryption ofl clla{l22let qnostal.
7. List Any Three Anti Malware and Cleanup Tools.
9. Sl& uBL QL Anti Malware el Cleanup Tools ol ollH 3L
8.  Define Data Confidentiality and Data Integrity.
¢.  Data Confidentiality o\ Data Integrity o{l caiiuadl W,
9.  Define Access Control of Security Services.
¢c. AsyI3l UR{U ol Access Control ofl caltuail WIW,
10.  Describe Nonrepudiation.
20.  Nonrepudiation AHstcll.
Q.2 (@) Differentiate Between Block Cipher and Stream Cipher. 03
Ys. 2 (}) Block Cipher 3ol Stream Cipher cl2 oll dglclcd UL, 03

Or



(@  Differentiate Between Symmetric Encryption and Asymmetric Encryption. 03

()  Symmetric Encryption el Asymmetric Encryption cl oll d$lcld 03
UL

(b)  Discuss Caeser Cipher With Example. 03

(1)  Caeser Cipher (AN Gels20l wUl cvll. 03
Or

(b)  Explain Playfair Cipher. 03

(W)  Playfair Cipher &Mostcll. 03

(©)  Discuss Fiestel Structure. 04

(8)  Fiestel Structure QY cu, 0¥
Or

(c)  Explain First Round Of DES. 04

(8) DES of $2 RAGeS UHHAl 0¥

(d)  Write the steps the way Firewall Protect our system when Malware Attack 04

Occurs in Windows7?
(S)  Windows7 Hi Malware Attack 325 A2 U3 Firewall 58 A @@H A 0%

Ylese 52 doll U AL

Or
(d) Discuss Four Features of Calmav. 04

(s) Calmav oll AR Slud cvll. 0¥

(@)  Generate a Cipher text from below Plaintext using Caesar Cipher with Key 03
.- 3 “Meetmeafterthetogaparty”

()  o{lAsll Plaintext ol GU0L 53| Caesar Cipher ol HeE ol A% wotlcl. 03
sl:3 “Meetmeafterthetogaparty”

Or
(@)  Using The Vigenere Cipher, Encrypt The Word “Explanation” Using The Key 03
Leg.
()  Vigenere Cipher ofl HE€&l “Explanation” clisalal Wel(512 5 8l : Leg 03
(b)  “56 Bit Key is not Secure for DES ” Justify It. 03
(1) 56 Bit Key is not Secure for DES » Al 53\ 03
Or
(b)  MHlustrate Any One Cryptanalysis Of DES 03
(W) DES ofl sl8uRl As Cryptanalysis clBlcl. 03
(c) Explain Key Generation Of DES Encryption In Brief. 04
(%) DFEQ Fnenmtinn o €] o¢aid91a Ul 0x

Or
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Explain Cipher Block Chaining Mode Of Operation Of DES.
DES o] Cipher Block Chaining s % 30022t yMestcll.

Differentiate Between Active And Passive Security Attacks.
Active ¥al Passive Security Attacks 2L d$lald AHs1cll.,

Or
Explain Security Services.
Asy 3l AT A,
Draw Model For Network Security.
aead Ayl ol Wset 1R,

Or

Define The Term : Threat And Attack
ol Aol caulvuL AW : Threat Mol Attack

Explain Authentication in Asymmetric Key Encryption Using Block Diagram.

ocAls sl ofl Heeell Asymmetric Key Encryption of Authentication

AHesL Al
Or

Explain Confidentiality in Asymmetric Key Encryption Using Block Diagram.

oclls staUH ofl Heeell Asymmetric Key Encryption o Confidentiality

Mgl

Generate a Cipher Text From Below Plaintext Using Columnar Cipher With
Key :- 4312567 “ATTACKPOSTPONEDUNTILTWOAMXYZ”.

o{lAe(l Plaintext ol UL 53| Columnar Cipher ofl Hee ol A%
olotlcll. $l : 3 “Meetmeafterthetogaparty”

Determine Gcd(1970,1066) Using Euclidean Algorithm.

Euclidean AUNIUH ofl Heel Ged(1970,1066) 2.

Write Steps to Disable or Delete Unnecessary Accounts in System.
Windows R@z2Ho{l i€ Unnecessary Accounts Disable ¥{&lcll Delete

gal Hlgall U Aull.

Define the term Confusion and Diffusion.

Confusion e\ Diffusion (AY AHA

Describe Any one Operating System Security Assessment Tools.
sleunl As Operating System oll Security Assessment Tools quesal.
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