Seat No.: Enrolment No.

DIPLOMA ENGINEERING — SEMESTER -VI « EXAMINATION — WINTER 2015

Subject Code: 3361601

GUJARAT TECHNOLOGICAL UNIVERSITY

Subject Name: WEB AND NETWORK SECURITY

Time: 02:30 PM TO 05:00 PM

Instructions:

1.

IS

Q.1

Q.2
a2

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.

Answer any seven out of ten. £2HIl SlEURL Ulctoll it .
What is asymmetric key cryptography?
wAAEs sl slelougl 9 & 2

What is Hash function?

39 §5901 9 B ?

List out application of digital signature.

Sloflect Ao uRe{l AcllBatstell atel 1l
List out various hashing algorithm.

WAL WAL 3211 el uHadl A€l w0,
What is IP security?

weS UL Alsy3lel g & 2

What is MIME?

WH UG AL, 9 O ?

Different between virus and worm.

AU Aol A dRAall dslad 9 & ?
Explain Rabin scheme.

Rabin 3811 (el

List out application of public key cryptosystems.
wocls Sl slelllremoll Aiclldatotoll atel a0l
What is phishing?

Phishing 9] & ?

© 0N PG NN O LOXAW®WON P

o2 =
oo ™

(@  Write down types of firewall and explain any one in detail.
() SLRARACA USIRL AUl A SlefuRl As (Qotdeltr AHestal.

OR
(@) Explain types of virus.

() AlARAeAL YSLRL UMl
(b)  Give difference between conventional and digital signature.
(W)  Sootelcd WA Sloflec YloalUR clRAel cAglelcd AW
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OR
Explain MIME content type.

W AU AME. $2o2 25U AUl
Explain requirement of public key cryptography.
uodls sl shlouslel ar3dlancdl axestal.

OR
Discuss the security of RSA algorithm.

WR.AUA, Wl unoll AlsyAdlell uAl 53
Give difference between SET and SSL.
U2 wal AU AUANA. ARAA dAslelcd WAL

OR
Explain IPsec tunnel mode.

IPsec 2olCt HIS UM,

Explain requirements and application of digital signature.

Sloflect o uRe{l as33laucll Aol AAl3 2ot AHLAL

OR
Write difference between SHA and MD5.

SHA 3l MD5 el dslald AUl
Explain HTTPS connection closure.
WAL UL AU, Sas9Uel SCURR UM,

OR
Explain HTTPS connection initiation process.

AU ULAU, sAs2Uet Soll2lA2et YNAY UHsLAL

Explain digital signature standard.

Sloflect oA UR R2lesd UM
OR
Discuss intrusion detection techniques.

ozt Sl2520t 250lls agal.
Explain public key cryptanalysis.
wocdls Sl sledloticlala umestal.

OR
List and explain classification of intruders.

&Sagsé ol sCUALS15aetoll €] WA WA UHAA.

Explain malware counter measure.
HIAAR 51Go2R HIUet UMl

OR
Explain firewall characteristics.

slaReAldoll cltatRlls vl AuHestal.
Explain 3-D secure protocol in detail.
3-D xR WlalslA (Adtdallr AHstal.

OR
Explain MD5 Hashing algorithm.

MD5 32001 WU UM UMl
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Explain general format of PGP message.

Yl Ul. AA%xo{l wetrd slile unestl.

Explain RSA algorithm.

R AU, WM UH YAl

Write a short note on SET.

AUY.2L (A &sallt cvil.

What are the requirements of message authentication code?
Ny W ActlFalot Slsoll 33laucl 9 & ?

What are the guidelines for password selection?

wad dlAasaet Uadl sugssceset 9 & ?
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